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Talking to Strangers
How are you known?

Within Oxford University Park, there is a secluded area along a bend of the Cherwell River known as Parson’s Pleasure, because it was traditionally dedicated to the recreational use of the male faculty, who in earlier times were typically members of the clergy.  For many years (until the early 1990s, in fact), this area was used for nude “bathing” (skinny-dipping) by pale-skinned, out-of-shape professorial types.
The story goes that on one occasion two Oxford dons were just wading out into the water when a boat with a mixed party of students drifted close to that shore, presumably by mistake.  One of the embarrassed professors immediately covered himself with both hands, figleaf-style, while the other reached up with both hands and covered his face.
When the boat was out of sight, the first professor turned to his colleague and exclaimed, “What an extraordinary thing to do!”
The second professor answered calmly, “I do not know how you are recognized, but I am known by my face.”
*     *     *

How are you known today, and what control do you have over how others know you?  

Are you known by your face?  Probably only to a few, unless your mug shot is included in the face recognition databases that are now being trialed at some of our airports.  Your driver’s license and passport have to link your image to a unique number and some other descriptive information, as do other forms of photo ID.  In our society, perhaps the majority of people who have something to do with you are not familiar with your face at all.  I have often worked for clients, for example, whom I never met face to face. 
Are you known by your voice, except when you have a really bad cold?  Again, probably only to a few, unless you are a celebrity singer, actor, disk jockey, or politician.  There are some voice recognition security systems out there, so perhaps you get in the door on the strength of your voice.

How else are you known?  Do strangers in your building accept you because you wear a photo ID card with what looks like bar coding and the name of your organization?  Does security downstairs recognize you by a badge or key or perhaps biometrics such as finger minutiae, which some of my clients use?  Are you recognized and allowed to sign on to your organization’s information systems by a user name and password?
You are accepted by potentially millions of merchants simply by your credit or debit card number and expiration date.  And you are you welcomed by thousands of ATM terminals on the basis of possessing a plastic card and a four-digit PIN code.
You have long been known by your handwritten signature, at least when compared with a signature card or the worn scrawl on the back of your driver’s license or credit card.  Increasingly, you are asked to write that signature on a digital pad at a point of sale terminal, mostly just to record the fact but sometimes in order to compare it automatically with a file signature or even with the “signature dynamics” that are characteristic of how you sign, and not just how your signature looks (which is more easily imitated by a forger).
Some strangers know you only by your e-mail address, or perhaps by a pseudonym that you use for e-mail or postings or instant messaging.  This may suffice for casual conversation on the Internet, but strangers that are willing to ship you something or give you access to something valuable will surely seek more identification than that.
When you call a toll-free customer service number from your home phone, you may be recognized immediately by your caller ID.  This is automatically linked to a sales or payment or warranty record displayed on the screen of the customer service representative as you speak. 
To what extent are you known just by your name today?  Strangers usually need something more than that, because names are not unique, and not reliably tied to a body.  But even your name may have more currency in the Internet age than you would imagine.  Try running a Google search on your name as it appears in texts found on the World Wide Web.  I’m not a particularly public personality, but my wife ran a Google search on my name last week and found articles I had written reproduced on websites operated from New Brunswick to Buenos Aires to Sydney, and translated into languages ranging from Greek to German to Portuguese.  She found websites mentioning what I am doing now and what conferences I would be participating in three months from now.  She could have probed a little further and found comments I had posted on bulletin boards or in the transcripts of public hearings or professional meetings, committees on which I served, and positions with church and community organizations.  “Googling” a new acquaintance is becoming common in some circles, before committing to a date, a friendship, or a job offer.  So your name may be linked to a great deal of publicly available information.
Anyone willing to pay a few dollars could go to a web-based service with your Social Security Number or birth date, added to your name, and uncover such information as your current address, employment, education, family status, credit history, home mortgage, and any record of bankruptcy, criminal arrests, or convictions.  They would have more trouble getting your fingerprints or medical history, but those are typically in several databases that could be accessed without too much trouble by the police, an insurance investigator, or a reasonably clever hacker or “social engineer.”
Some strangers probably know you by your buying habits, interests, or beliefs, as inferred from your use of credit cards, bonus or loyalty programs, chat rooms, or websites that use cookies or web bugs.  Websites using cookies will at least recognize your PC, even if they don’t link it to the name your parents gave you.
When you activate a new cell phone, apply for instant credit at a furniture store or car dealership, or set up an online trading or auction account, you are usually recognized and approved on the spot through a service that takes a few pieces of information (typically name, address, phone, and credit card) and within 90 seconds provides the merchant with a reliability score by matching that data with what is found in a dozen or more databases, both public and commercial.
In short, every day you pass through physical and virtual doorways, engage in commercial and financial transactions, exchange messages, browse or research online, and interact ultimately with hundreds of strangers as well as acquaintances, mostly at a distance, who recognize and accept you because of information about you that is digitally stored and communicated.

We are not to the stage imagined by Gore Vidal in his novel and screenplay Gattica, where people are identified (and classified) according to instant DNA readings.  But this month the first eight human beings were implanted with silicon VeriChips, originally designed to track valuable livestock.  Implanting a VeriChip more or less permanently under the skin allows someone else with a scanner to determine who they are, whether they have drug allergies or other critical medical conditions, and whom to contact in an emergency.  The chips can include a GPS antenna for remote tracking.  The producer hopes to sell chips for implantation in Alzheimers patients and perhaps convicts on probation or parole.  The US Armed Forces are reportedly interested in the GPS version to keep track of Special Forces troops in dodgy places like the mountains of Afghanistan.  (We’ll see if the Seals and Rangers and Marines themselves are keen on the idea once they realize that someone could be tracking them while they are on leave in Honolulu.)  
Digital signatures, XML-enabled domain names, USB tokens, automated facial recognition systems, iris or retinal scans and finger minutiae, multipurpose smart cards – the digital tools and techniques of identification are multiplying, and each form of identification may be used to link you to certain organizations, behaviors, authorizations, or restrictions.  In the coming years, you will be known in many different ways -- more than you can cover with two hands.

And mostly, this is what you want.  It is a great convenience to communicate at a distance, whenever you like, rather than traveling constantly and attending more meetings or setting up mutually acceptable times for conference calls.  It is convenient, and safer as well, to carry a small piece of plastic rather than a large wad of cash.  Gaining access to a building with a plastic card, a memorized code, or your own fingerprint means you don’t have to worry about carrying around or possibly misplacing a ring of steel keys, or constantly pulling out your wallet to identify yourself to a guard at the door.  Instant credit or on-the-spot approval for purchases, memberships, and subscription services saves time and hassle, as does flashing a health insurance card at the hospital emergency room.  Internet-placed cookies usually mean nothing more sinister than not having to retype the same data on other screens or on subsequent visits to a website.  

You probably have mixed feelings about the marketing offers that proliferate when you use credit cards or purchase online.  Most of the catalogues and letters and e-mails just add clutter to your already complicated life – but occasionally you find something that interests you and that you might have overlooked otherwise.  If you are like most Americans, you largely enjoy the daily conveniences of being recognized for who you are, even though that means that more strangers know more about you.
The Surveillance Society?

Increasingly, though we are not simply checked when we choose to present our identification, but our movements and activities are frequently monitored in one way or another, by a variety of persons and agencies, leading ultimately to what some have characterized as “the surveillance society.”  
I referred a moment ago to the current tracking of our purchases, web browsing, credit history, and encounters with law enforcement.  Most of these records are kept by commercial enterprises, so it is not surprising that shortly after September 11 the FBI (which still uses IBM 386 clones on many of its field office desks) adopted the expedient of simply purchasing name, address, and criminal history data from ChoicePoint, which does background checks on job candidates, in order to locate and check out potential suspects quickly.  Similarly, the IRS has on occasion purchased marketing data from retailers’ bonus card databases, to spot taxpayers who seemed to be spending beyond their reported means.
Some of today’s information-gathering techniques for personal data are high-tech, like the complex data matching and analysis that underlies those 90-second reliability ratings for new e-commerce customers or cell phone subscribers.  Some of the techniques are curiously low-tech.  Only a few of the federal bankruptcy courts today have their dockets online, for example, but there is at least one commercial service that hires college students to visit the clerk’s office of each bankruptcy court in the nation every afternoon and laboriously enter basic information about each new bankruptcy petition into their laptops.  The data are uploaded nightly to a central database, for use in consumer and business credit reports.  

Now that many court filings and other public records are available online, it is easier for the supermarket gossip sheets to simply run an automated daily sweep for any juicy new divorce papers or indictments that include the name of a celebrity.  Property transfers, building permits, and the financial statements and copies of tax returns that many public officials must submit annually are also much more readily available today than ever before, thanks to the movement toward e-government.  That means, of course, that public records about you and me are more readily available as well, to a curious neighbor, employer, marketer, or rival.
And we are increasingly monitored in real time.  Most of us appear in person on several security videotapes each day.  Our telephone conversations with commercial enterprises are often recorded or subject to monitoring – as we are reminded by the now-familiar message when we reach customer service.  Most large employers inform their personnel that their use of company telephones and computers may be monitored.  Many companies use tracking or filtering software to keep their employees from wasting time, breaking the law, spilling secrets, or harassing each other, for example by downloading pornography or e-mailing racist jokes.  Some companies measure keystrokes or completed computer forms to assess the productivity of their terminal-bound staff.  Others use GPS devices in vehicles or cell phones to keep track of where their people are at any moment.  

Soon, the same cell phone that allows emergency personnel to find you with GPS or triangulation techniques when you dial 911 will also allow advertisers to display messages with localized offers on your phone or wireless e-mail device.  The Lo-Jack or On-Star device on your car, and the wireless EZ Pass that lets you zoom through the tollgates on many bridges and turnpikes, also potentially track your movements.  Some of these records have already started to appear in criminal investigations, divorce proceedings, and other legal actions where they can be subpoenaed.
Official surveillance has risen sharply since September 11 and the enactment of the USA Patriot Act and similar legislation in England, Canada, Germany, and elsewhere.  Law enforcement and intelligence agencies have stepped up their review of communications records and their interception of telephone calls, faxes, and e-mails, in the name of suppressing terrorism.  The European Parliament voted today on the draft EU Electronic Communications Data Protection Directive, which includes an obligation to store communications data for potential review by law enforcement, along with a prohibition against commercial use of the data.  The US Treasury Department announced stricter anti-money laundering regulations this month; there will be more reporting, and more sharing of financial and transactional data among financial institutions and other private parties.  Immigration controls are tightening, as are the standards for obtaining common forms of official identification such as drivers’ licenses.  The USA Patriot Act envisions data sharing among diverse law enforcement, regulatory, immigration, and travel databases.  (Even though few of them can actually talk to each other yet!)
We all know what it can be like to travel by air in this climate of weekly terrorist alerts.  I was frisked twice at the airport in Washington before I flew here yesterday, both at the security control and at the gate.  I had to answer questions.  I had to take off my jacket and belt and shoes, have a wand passed over my laptop to detect traces of explosive chemicals, and open up my bags for a pretty thorough inspection that included waving my packed underwear around in front of a hundred other passengers.  Behind the scenes, there may well have been some checking of my driver’s license and credit card against both government and commercial databases.  (Maybe, like Al Gore, I just need to lose the beard.)  And all this for the privilege of flying to Pittsburgh in a turboprop through an electrical storm!  But you know, I was friendly with the security people, and no one in line seemed in the least disconcerted that several of us were pulled out for special treatment.  Most fliers – for now -- are quite willing to suffer some delay and indignity to feel safer in the air.

Few people are entirely happy, however, about the proliferation of tools for online snooping and hacking, or the ready availability of cheap, golf ball-sized wireless video cameras.  The coming pen-sized cameras will cause even more consternation.  We are getting beyond the secret “nanny cam” at home to watch the cats or make sure the nanny isn’t mistreating the baby while you are at work.  The new surveillance devices are so small and cheap that there is real cause to anticipate an explosion of voyeurism by tabloid photojournalists, sniggering twelve-year-olds, suspicious bosses and spouses, unscrupulous competitors, burglars, and stalkers.
There are advantages, of course, to universal surveillance techniques.  Small cameras can be used personally for home or office security, or for looking after infants or elderly patients.  We might expect that the possibility of a camera on the street corner deters both muggings and traffic offenses, just as the possibility of a camera in the crowd deters police abuses (the so-called “Rodney King Effect”).  David Brin’s thesis is that mini-cams and lots of web-based information will be equalizers, allowing journalists and political opponents to discover and deter wrongdoing by those in power.  Possibly so, but not all uses of this technology will be so benign.
We used to worry about George Orwell’s “Big Brother” – and we are perhaps technically closer to realizing the potential of a Big Brother today than at any other time in history.  But we also have to worry now about little brothers, and Ma Bell, and a host of video- and web-enabled snoopers, hackers, salesmen, reporters, peeping Toms, ex’s, competitors, fraudsters, burglars, and people who just don’t like our politics or convictions.
Fears and Trade-Offs

So, we are afraid of crooks and terrorists, and this makes us demand official efforts to foil and arrest them, at the cost of some incursions on our own privacy and a certain degree of  “chilling effect” on our freedom of movement, association, and expression.  At the same time, we are getting nervous about Big Brother and all the little brothers, and we fear potential abuses by both private parties and officials in a surveillance society.  Public opinion is schizoid on the potential of technology to identify and monitor individuals.
The rules used to be simple.  Mom just said, “Never talk to strangers.”  

But we’re grownups now, in a world where strangers are watching and listening, and where we have to interact daily with strangers in any event, as well as staying in contact with acquaintances at a distance.  We need ways to account for ourselves and establish trust with others.  We want to be safe, and for that we are willing to accept some surveillance and accountability, online as well as in the physical world.  But according to opinion polls and our elected representatives, most of us want to do this in ways that leave us some control over our privacy and a sense of being treated with dignity as individual human beings.  

In short, we fear getting robbed or blown up, but we also fear losing our privacy and our freedoms. 

[Display “Frank & Ernest” cartoon –

Pollster:  “Are you willing to exchange some civil liberties for greater security?”

Frank:  “It depends on the exchange rate.”]

Legal Responses
Laws are one response to widely held fears – sometimes an effective response, sometimes not.  And legal rules are one way of regulating the trade-offs between privacy on the one hand and security, commercial, academic, and journalistic interests on the other.  These interests are sometimes congruent, such as the use of security techniques to protect privacy and identity, but they also often in tension with each other, and they are likely to be balanced and rebalanced again and again as technology evolves, as social habits change, and as we are closer or further from an event such as 9/11.
Escalating fears and rapidly evolving technology explain why we have a proliferation of new laws and proposals for laws to regulate privacy and security practices.  We have federal legislation in this country now on financial, medical, and children’s privacy, and congressional bills pending to regulate aspects of online privacy and the use of Social Security numbers, as well as a proposed requirement that federal bills in the future include a privacy impact statement.  Interestingly, the new privacy measures, both here and abroad, now tend to specifically mandate technical and organizational security to protect private information when it is stored or communicated.  Security to protect privacy is moving from industry practices to standards (as in the CEN initiative in Europe) and even to fairly detailed legal requirements (as in the more detailed regulations for securing the confidentiality of financial and medical records under GLBA and HIPAA, respectively, in the United States).  

Beyond Congress, the states continue to enact their own privacy measures, such as the law that Minnesota adopted last week outlawing “Spam” e-mail and restricting Internet Service Providers in the dissemination of information about their subscribers.  Twenty states now have some form of Internet privacy regulation, but it is often difficult to enforce state laws given the geographically indistinct nature of the Internet.  

Similar concerns are evident across Europe and in nearly a dozen countries outside Europe that have enacted comprehensive data protection laws establishing general principles for protecting what they recognize as a human right to enjoy a private life.  The principles are modified by exceptions, of course, because these societies also have to balance privacy interests against those of public safety, government, journalism, academia, and commerce, just as we do under the more narrow-gauge American style of legislation.  We won’t always strike the balance in the same place, which is a problem for global companies and other international enterprises, but we end up addressing the same problems.
Whether we are talking about governmental, commercial, educational, or other uses of your identity and the information that is digitally associated with it, here are the questions at the heart of today’s public debate over mandating, or restricting, privacy:
To what extent are you entitled to know about the information that others link to your identity?  
To what extent do you have a say in determining whether that information is accurate and whether it is kept or shared?  
Who is allowed to override your privacy preferences, and for what reasons?  
What are you entitled to know and share about others, for your own safety or to make informed political and commercial judgments?
Notice that none of these questions concerns who owns information about individuals.  In the US and abroad, the law accepts that a commercial enterprise, for example, might have proprietary rights in its databases.  But increasingly, although those databases are valuable assets, companies will be restricted in what they can do with them, in the interest of protecting personal privacy rights.  In fact, the law frequently imposes a duty of care on those who maintain databases filled with personal information, derived from their express or implied promises, a confidential or contractual relationship with the individuals, or an explicit statutory mandate.  Thus, even without a great deal of normative privacy law in the United States, the Federal Trade Commission, state attorneys general, and the courts have compelled companies to stop collecting or selling personal data, make more disclosures to the individuals, and pay fines or damages totaling over $80 million since 1996.

Privacy as a “right” protected by law is still not well defined, and it presses against the borders of other protected rights or interests.  I alluded earlier to tensions between privacy interests and those of public security, other governmental functions, and private interests such as journalism and academic freedom.  In the US, there is also constitutionally protected freedom of expression for “commercial speech,” which the courts have interpreted as freedom to communicate commercial offers in the marketplace.  This can be subjected to restrictions on time, place, and manner, but those restrictions must be kept to the minimum necessary to achieve a legitimate state interest.  

Privacy rights also potentially conflict with the exercise of intellectual property rights, especially in the area of digital rights management, where rights holders want to track the uses – and users – of their software, music, films, pictures, texts, and other content, to prevent piracy.  Privacy concerns would argue against storing such data about an individual’s taste in music or literature, for example.  
And we can expect more development of the issues surrounding employees’ privacy rights.  Employers have traditionally prevailed in this country, since the courts interpret the common law on privacy “intrusions” according to the “reasonable expectations” of the individual; employers can set the level of those expectations simply by announcing their policies and practices.  There are judicial decisions, however, finding that employers went too far.  The Burlington Northern case last year, based on genetic testing of employees to weed out those with a proclivity for certain illnesses, is a recent example.  And the states are beginning to legislate some ground rules concerning background checks and employee testing and monitoring.  Outside the US, there is a growing body of regulations, codes, and guidelines for monitoring and testing employees and maintaining personal information in employer databases.
In short, the law in this area is a rapidly moving target, but it very much affects the technologies you develop and the products you build.  It affects the disclosures that must be made and the choices that must be recorded and managed.  It affects the value of a customer database or digital content.  It affects the security measures that are adopted, and any mechanisms for monitoring and surveillance.  The law affects how web services are designed, what means are used to identify persons, and how access to stored data is controlled.  Laws may dictate which forms of encryption you may or may not use, and when you must provide access to government authorities or share data with other private entities.  Privacy law has an impact on partnering agreements and third-party links into any system that contains non-public personal information.  It does not necessarily change the ownership of personal data, but it has implications for allocating control and legal responsibility for data.  And it is especially complex when personal data are moved across borders between jurisdictions with markedly different privacy rights and obligations.
*     *     *

Whether and how we talk to strangers is now to some extent governed by legal rules and not just by our own sense of caution or ethics.  That is the result of widely held fears that we in industry ignore at our peril.  Give organizations and individuals the means to protect themselves from physical or virtual harm, without depriving them or their customers of a sense of control over their own identities, and you can thrive even in this more than slightly schizoid marketplace that values privacy and craves security.
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