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Gov. Mark Schwelker, Gilles Lismaqu Lark Allen, Robert Thibadeau, Phillip Hallam-Baker, Gov. Howard Dean

Executive Summary

On March 27 and 28 an invited group of experts assembled to address issues of States security
with two themes:

1. A Computer Emergency Response Team (CERT) for States, and
Interoperability of drivers licenses

2.

This white paper is the report from that workshop. The conclusions of the workshop are:

1.

A separate CERT for States would be highly desirable based on the experiences of the
CERT coordination center and based on the experiences and expectations of the
security experts assembled.

a

Experience with over 100 CERTSs suggests that CERTSs need to have focused
congtituentsmemberships and that the “ States’ level gppearsto be aleve which is
highly promising.

Gubernatorid support in a CERT for Statesis judtified because of the implications
for states security, and because there are so many information technology
departments which will directly and materidly benefit. NASCIO, the Nationd
Asociaion of State CIOs and AAMVAnet are just two examples of the important
information technology groups that should be involved. Without the interest of the
highest levels of the state governments, participation by key beneficiary groups may
not occur.

The direct cost of such a center (estimated at $3-7M ayear to support al 50
dates) was deemed highly justified by the expected benefits. Equaly important is
the need to provide the information technology departments and interstate
associations with the resources they need to participate in the CERT.

The process of developing next generation interoperable driverslicensesiswell in hand
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by the AAMVA. Recommendations included:

a. Strong support for open and public discussion on al the issues based on the
need to establish arobust system. Open and public discussion isthe best way
to insure a secure, strong and long-lagting result as well as achieving aresult that
will be accepted by the various congtituencies for driver’slicenses.

b. It was suggested that state leaders should consider asking for adriverslicense
solution that can last for at least some number of years. Certainly this number
should be more than 20 and reasonably no more than 50 years.

C. Separate advisory teams of unbiased experts should be convened to provide
expert guidance on the following aress.

I. Privacy Technologies because of the potentid for privacy abuse.

ii. Pattern Recognition / Biometrics Technologies because biometrics are
error prone and therefore highly subject to over-optimigtic
misrepresentation.  The group recommends the wise use of multiple
biometrics.

iii. Security, because of the high degree of expertise needed to evaluate
Security thrests.

iv. Public Policy and Law from dl levels, Internationa, Nationd, State,
Local because of the widespread accepted uses of driver’s licenses.

v. Interactions/ Secondary Driver's License Applications (e.g., usng a
driver’slicense to establish identity and age). Possibly just adirective
to groupsi. (Privacy), iii. (Security), and (iv.) Public Policy. In
particular, there is a concern to make sure that foreign nationd identity
methods and nationa identity methods have interoperability and
comparable utility in security, privacy, and authentication. Notethis
requirement may be outside the scope of the AAMVA but should be
within the scope of other Nationd and State congtituencies.

vi. Large scae, pervasive, evolving sysems. The information systens
needed to support interoperable, functiona, secure, and privacy-safe
driver’ s licenses will be among the largest scale systems ever
congructed. Asin the other areas, great expertiseis highly desrable
both with regard to managing change and designing robugt, reliable, and
Sugtainable systems.
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Presentations and Discussion

Welcome
Jared L. Cohon, President, Carnegie Mellon University

Jared Cohon noted the importance of a convocation of thisform on States Security. The workshop was
established in the security workshop series. Each workshop in this series focuses on a different problem of
security where computers are involved. He mentioned that of the 19 terrorists on 9-11 there were 63 valid
driverslicenses. The group assembled included asmall diverse assortment of technical and public policy
expertsin order to engage in open and unfettered discussion of important issues of states security.

Workshop Organization and Themes
Robert Thibadeau, Principal Research Scientist, School of Computer Science,
Carnegie Méllon University

Robert Thibadeau introduced the major themes of a CERT for States and Driver’s License Interoperahility.
He noted that the New Y ork Times had published arecent report from a Boston Bar that was using the
Magnetic Stripe information on the back of most Driver’'s Licensesto gather personal information about
people coming to the bar as well as the more expected use of determining if the cardholder was of legal age
to drink. He showed a system which can provide identity information tailored to publicly acceptable rights
toinformation. The system would be highly secure against fraud, identity theft, tampering, and
counterfeiting while simultaneously dramatically improving on personal privacy. It could also be anticipated
to be useful by law enforcement in saving lives. This system ispractical in the sensethat we have the
technical know-how to implement it. However, it would be relatively expensive, it would require detailed
coordination with the law making bodies on both afederal and state level, and it would require national
centersto tie together key data and support for the information technology infrastructures. Among these a
CERT for Stateswould be highly desirable.

Technologiesfor | dentity Tokens
GillesLismaqgue, VP, Gemplus

Gilles Lisimagueis one of the founders of the largest Smart Card company and has over a dozen years of
direct experience in identity cards. Over 4 million smart cards are manufactured everyday worldwide. Gilles
emphasized that the card-format is the most common because it can be printed for human reading, is
convenient for wallets and for envelopes. He pointed out that the solution path suggested by Robert
Thibadeau (and others) could be largely met by inexpensive smart cards but that the full solution would
require relatively expensive smart cards (i.e., adollar or two compared to twenty or thirty dollars per card).
However, experience dictates that the readers for smart cardsis the area where the most careful planning
needsto be done. The readers need to recognize existing needs and future needs aswell. Standards are
very important.

Keynote
Governor Howard Dean, Vermont

Governor Dean provided an important address directed at the information technology community in support

of smart cards and their careful use so asto protect privacy while improving security. Among the many
insightful and important observations was this one.

CMU Workshop on States Security Page 4



“We are attacked by individuals --- united not by a national cause --- but by cell phones, computer
networks, exploding shoes and box cutters. Therefore, our security systems must account for thisreality.
Security must adapt to the threat of individuals--- not just nations--- while still protecting our fundamental
civil liberties.”

Thethreat to security today, is athreat from small groups of individuals. States have much of opportunity
and obligation in establishing security to theindividual level. Driver’'slicenses are currently the de-facto
identification device and therefore need state support and attention, and local and state law enforcement
need the tools to accurately determine identity and accountability without interfering with the privacy and
rights of theindividual. Thetechnical and vendor community is needed to educate all the players asto the
opportunities that exist for improvement in national security through state action.

Managing Privacy and | dentity - | ssues at the State L evel
David Chaum, Privacy Technology Innovator

David Chaum emphasized that security and privacy isnot abalancing act. More security does not mean
less privacy as many people naively think. Instead, security and privacy can be simultaneously improved if
attention is given to improving both. Security only damages privacy when security is addressed without
simultaneously addressing privacy. David showed a number of technical mechanisms. In one surprising
observation, he observed that while security usually demands there should be no ‘ backdoor,” with privacy
you need a ‘backdoor.” Gaining detailed information about an individual should always be possible with
suitabl e authorization even though most of the time thisinformation may be kept perfectly hidden.

Authentication and Access Control for Networks
Jeremy Stieglitz, Group Product Manager,
Cisco’ s | dentity Management Solutions

Jeremy Steiglitz covered the product offerings of Cisco including the product offerings that provide
authenticated access control to network resources. Cisco equipment represents an important and pivotal
source of the infrastructure that is participating in securing the Internet.

Welcome to Pennsylvania and Call for Participation
Governor Mark Schweiker, Pennsylvania

Governor Schweiker emphasized that the states groups, technical experts, and policy experts need to assume
personal and direct responsibility for taking action to improve homeland security. He emphasized that we
must not forget the events of 9-11 because it was clear, for many reasons, that these events are just an
example of what can and will happen in the future without the active participation of these groups.

CERT for the States? A CERT Perspective
Richard D. Pethia, Director CERT Centers

Richard Pethialaid out what was generally recognized as atour-de-force on why a CERT for States is not
just desirable but isessential. Richard directs the CERT Coordination Center, which is both the first CERT
and also the CERT that coordinates the activities of over 100 other CERTS globally. He pointed out that the
CERT Coordination Center alone received over 52,000 incident reportsin 2001 and has a catalogue of current
system vulnerabilitiesin excess of 2,500. The vulnerability listisdoubling every year. NosingleIT
department can even hope to keep up with this. A CERT can function to interpret the deluge of information
about threats for its specific constituency but must be independent of its constituency and the vendor
community in order to provide the highest quality serviceto both. Trust iseverything. The CERT must
provideits services quietly both to maintain the trust necessary to gain access to security problems that
may exist and to stimulate improvements without finger pointing.

A CERT’smain function isincident handling. Other servicesinclude alerts and announcements,
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vulnerability analysis, cyber-forensics, practices and facilities security training, intrusion detection, risk
analysis and auditing. It can be used to outsource security testing of products so asto eliminate
redundancy. A CERT must also explicitly coordinate with other CERTs. Most important, the best CERTs
are those that know their community. CERT’s experience shows that you cannot expect the national CERT
to handle states problems. CERT s are appropriate to communities of trust and responsibility. Sinceasingle
CERT with only afew dozen people effectively handles national problems, asimilar sized CERT could handle
states problems. However, these people have to be selected not just for their technical skills but also, and
equally, for their communication skills.

CERT for the States? General Discussion

The main discussion was why States seemed to be “right sized” for aCERT. It wasrecognized thisisa
preliminary judgment call, and that only the state organization with appropriate state leadership can, in the
end, make this determination with the assistance of the experts.

Risk Assessment in Large Scale PKI
Don Beaver, Ph.D. Harvard, Cryptology, Security Architectures, Seagate Research

Don Beaver focused on methods for estimating risk. He drew on extensive experience in the banking
industry to show how banks control risk from information threats. In the case of the financial community,
risk is mitigated by making sure that no singleindividual can, acting alone, do too much damage. Asone
example, no person who can issue adriver’slicense should be able to issue too many too fast. By careful
attention to what one person can do, risk can be mitigated well enough that insurance companies can and
will comeinto provide insurance protection on infrastructure. Without careful attention to setting up
systems with risk management designed in, the threats can become unbounded.

I nternational Security Trust and Privacy Alliance (I STPA), Framework
Michael Willett, Ph.D. UNC, Cryptology, Strategist, Wave Systems, Inc.

Michael Willett pointed out that the trade organization of the ISTPA has created the first framework for
outlining the technol ogies needed to manage personal information privacy inthedigital age. This
framework can provide guidance to designers of identity, authentication, and access systems who wish to
incorporate privacy considerations. The ISTPA Framework emphases techniques for handling the “life
cycle of personal information” throughout the information infrastructure.

Federal/State Relations
Jeffrey Hunker, Dean, Heinz School of Public Policy

Jeffrey Hunker brought his experience as the head of cyber security for the National Security Council during
the Clinton Administration to the problem of states security. He pointed out that there is general
recognition that an Information Coordination Center, much like the one that handled Y 2K, iswhere we are
going with much of the security stuff. He emphasized that such a coordination center requires the voluntary
involvement of people from state, local, and corporate organizations. He pointed out that there are legal
hurdles, policy hurdles, aswell as the technical hurdles. For example, it is generally recognized that
information attacks may require triage — when you can’t fix everything at once. How do you decide to help
problemsin one state perhaps at the expense of not helping in another state. The only solution isthat the
states are involved actively in deciding on policy. A national center is also the place whererisk can be
managed. For many reasons such a national center for the states needs to be run by the states. Finally, he
emphasized that our tort system need to incentivize appropriate behavior and in that regard is woefully
inadequate today.

Sustainable Computing
Bill Scherlis, Principal Research Scientist, School of Computer Science
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Bill Scherlisfocused on high dependability and sustainable computing. Y ou cannot build an ROI (return on
investment) model for dependability if you don't have away to measure the R. How do we value, for
example, the benefit of new technologies such as those for security and identity? Part of the security
pictureisimproving and assuring various dependability attributes of the underlying systems. Despite much
talk, thereis still no consensus on how to achieve our dependability goals. Obtaining such a consensus
requires us to consider together technological factors, including improvement, measurement, and assurance,
as well as economic, market, legal, and regulatory factors. The term"sustainability" refersto the
comprehensive treatment of these factors. CMU isundertaking an effort to bring the various stakeholders
together to explore the interrelationshi psamong these factors and achieve meaningful approachesto I T risk
management. The States face particular challenges as they devel op solutionsthat must embrace the rapidly
moving targets of commercial technologies and standards, along with the architectures for other state
systems, aswell aslinked federal and municipal systems. What technology management approaches can be
defined to support this process effectively?

PKI Practice: Addressing the | ssues of Scale, Complexity, | nteroperability
Phillip HallamBaker FBCS C.Eng., Principal Scientist, VeriSign Inc.

Phillip Hallam-Baker pointed out important industry initiativesin Public Key Infrastructure, one of the Trust
Infrastructures seen to be essential in lifting both security and privacy. Verisign handlesall .com traffic
routing, much of the authentication for finance, and lately telephony routing. He emphasized there are three
major standards initiatives that need to be carefully studied: X.509 (ISO/ANSI), XKMS and SAML asbeing
highly relevant to states security concerns about identity and authentication.

NIST Security I nitiatives
Timothy Grance, Manager of Network Security Research, NIST

Timothy Grance emphasized the role of NIST in supporting the national information infrastructure. NIST is
an organization that focuses on measurement. They currently support over 52,000 organizationsin public
safety. NIST can be called on to help in tailoring assurance technol ogies based on information valuations
and cost of ownership. He mentioned that Intrusion Detection Systems, though sexy, do not have
measurable benefit. Rather than focusing on band-aids to patch systems that are vulnerable, he suggested
that focusis most cost effectively placed on the proper design of systemsbuilt to last. Thereisagreat deal
of expertise available nationally in security architectures, embedded systems, evaluation, composability,
sociology and security and avoiding the tyranny of theinstalled base. In effect, itisnever too lateto
design the system correctly. NIST also can help in raising awareness about possible operating systems,
database, PK1, smart card, biometric, firewall, and wireless security technologies. They represent probably
the best objective single source nationally on desirable, and feasible, security attributesin these
technologies. They function in strong support of the vendor community aswell as the user community.

Trusted I nput Devices - Distributed Strong Authentication
Lark Allen, Executive VP, Wave Systems

Lark Allen introduced several new devices for strong authentication and strong trust. These use islands of
strong trust that are supported by silicon so asto insure that the client side of consumer transactions can
betrusted. He showed anew keyboard where the key strokes cannot be intercepted by a hacker intent on
stealing passwords or other critical information. Both the keyboard and a USB-attached device contain the
Wave EMBASSY security chip, which can be programmed for client-side support of sensitive applications.
He also showed a European FinRead (financial reader) device where stronger authentication and
authorization is required because the authorization isfor moving real money. Similar systemswill inall
likelihood be needed at points of contact between states and their employees and their constituenciesin
order to secure the systems.

State DMV as | nteroperable | dentity Credentials
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Jay Maxwell, President, COO, AAMV Anet

Jay Maxell presented a comprehensive overview of the AAMVA and AAMVAnet activities in drivers
licenses. The AAMVA represents 100% of all the state motor vehicle associations in the United States and
Canada. Thisrepresents 68 jurisdictions.

Thedriverslicense (DL) isthe de-facto primary identification document in the US. 68 jurisdictions means 68
unique systems. There are no current standardized security features. The system is currently based on
reciprocity meaning that one state just recognizes the DL from another. However, reciprocity is not ideal.
Also, people can easily download templates for DLsin all states and make credible counterfeits. There are
over 6,000 valid forms of birth certificates. No DMV official can hope to know whether a particular proof of
identity is real, so this means that DLs have a weak basis. There is only limited federal oversight:. The
national system also includes:

1. Truck driver licenses are coordinated nationally for the 10.5 million truck drivers.

2. 30 Million Revoked or Suspended licenses are in a national database.

3. Every DMV hasalink to social security for validation that a particular name goes with
aparticular social security number and a particular birth date.

The system needs first to be improved to guarantee that of the 250 million people with driver’s licenses they
cannot have a drivers license in more than one state — as is the mandate with truck drivers. The reason is
that criminal records are associated with drivers licenses and people will get new driverslicensesin order to
get by limits on the number of traffic convictions.

In the next year the goal of the AAMV A isto develop the specifications for the next general driverslicense.
Since drivers licenses are commonly used for ID purposesit is unreasonable to assume that the new drivers
licenses will not be used for ID purposes beyond determining that you can drive a car. The next year will
also implement a photo exchange program and the electronic state-to-state check of licenses. Alsointhe
next year there will be the preliminary design of the new DRIVerS (Driver Record Information Verification
System). Finally, after this year, the AAMVA intends to provide for new interoperable DL card designs
that can meet all the needs of the many stakeholders.

The AAMVA is committed to open public discussion as evidenced clearly by Jay Maxwell’s active and
open participation in the Workshop and by the involvement of others from the AAMVA and DMVs. This
was deemed as essential if we are to arrive at secure and privacy preserving solutions going forward which
meet the mandates outlined by Governor Dean, Governor Schweiker and other state and national leaders.

Enterprise | dentification Objectives
Barry Goldman, AMS

Barry Goldman emphasized that insider threats are among the biggest threats for the DMVs. Furthermore,
DMVsare like many other large and geographically diffuse State and L ocal government organi zations.
State and local governments almost universally need to focus on insider threats precisely because of the
many touch points with the population. Therefore the devices and software systems that register
membership and identity must take account of what amaliciousinsider can do. He demonstrated a new
system, ldenticate, which cross-correlates to detect any of numerous kinds of fraud that may exist for
systems such as driver’slicense issuance systems.

Framework for Non-repudiation
Gary Daemer, Senior Principal, AMS Center for Advanced Technologies

Gary Daemer introduced the CM U Practicum Team sponsored by AM S for providing a component of the
Identicate system. The Practicum Team demonstrated a method for PK1 signing of documents from remote
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terminals and also demonstrated the architecture for PKI Middleware that could support the activities of
knowing who is being authenticated and who is authenticating the authenticatee.

I dentity Credential Authentication
Bruce Monk, President and COO, AssureTec Systems, Inc.

Bruce Monk pointed out that there are 400-600 Official Government identity documentsin usein the US.
The verification supplied by the ID document should be as good as the original enrollment and the original
enrollment for all the types of documents needsto be secured. As such, Bruce was pointing out that the
driver’slicense problem isonly one of hundreds of othersthat similarly need to be secured both against
threats and to preserve privacy. AMSis one vendor committed to providing a comprehensive, correct-by-
design, solution.

Driver License General Discussion
William Scherlis and Robert Thibadeau, Principal Research Scientists,
School of Computer Science, Carnegie Mellon University

The discussion resulted in the executive summary presented at the beginning of thiswhite paper. One
observation that was made which is very pertinent is that we need to coordinate our activities not only with
states and nationally, but with the International community. Governor Dean’ s observation that the threat
now is from the individual, means that an individual in aforeign country can now substantially threaten
state and locality security. If we do not intend to make sure that foreign identity documents and
methodol ogies are properly integrated with our systems, then the threat is actually not diminished by our
own activities. Thanksto Peter Sprague for this observation.
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Appendix | : Full Text of Gov. Howard Dean’s Address

CARNEGIE MELLON UNIVERSITY ADDRESS
GOV. HOWARD DEAN
STATE OF VERMONT

Wednesday, March 27, 2002

Workshop on States Security : Identity, Authentication, and Access Control
School of Computer Science and the Heinz Schoal
Carnegie Mdlon Universty

Good morning and thank you for the opportunity to meet with you today.

Not so long ago---when my grandparents were about the age | am now --- tdlevison came
onto the scene.

It's hard to believe, but there were those who honestly thought that while you watched
people on TV --- the people on TV could weatch you right back. Right there in your living
room!

We laugh. But as you dl know -- probably better than most Americans -- technology has
advanced to the point that we can watch people in their own living rooms.

You can track me on the computer as | surf the Internet, or make purchases with my credit
card, or look for just about anything or+line

Even in a password-protected network, an individua can ingtdl a“worm” on your computer
that can read every key stroke as it istyped -- without the PC user ever knowing. This makes
password theft a breeze.

Y ou can send me a disastrous virus. Or as EDS head Richard Brown warned recently, you
could do alot worse. Heré' s hisfear:

“... acrippling new wave of attacks might come next, puncturing the nation’s underbelly and
disabling the networks that keep nuclear missles in ther dlos, the lights on in hospitds, and
ATM’sbelching out cash.”

What about globd financid tranders, dectricity grids — even locd traffic lights and arport
controller tools?

As Brown says, “we are as vulnerable to an dectronic Pearl Harbor now as we were on
September Eleventh...”

Without knowing it, our desktop computers can be used in an attack on our networks.

The viruses, the worms, and the other attacks we've dready seen are nothing next to what
might happen if we don't act today to secure our network infrastructure.
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Our data infrastructure has become vitd to the functioning of the nation. Without it, we can't
communicate, we can't work and we can't be safe.

While our grandparents thought the only kind of “cooki€’” was something to be dipped in
milk, they gtill had the right ingtincts about the downside of technology’s future.

Their worgt technological nightmare is now eectronicaly possble. People on the Internet
redly CAN watch us right back --- whether we want them to or not.

Things have changed. Today, our children carry around more computing power in their
Game Boys than NASA had at their disposal when Sputnik was launched.

In avery short time, we have made an dectronic revolution o pervasve and accessible that
we have completely reversed the old definition of power.

We have empowered the individual in dmost unimaginable ways.
Thisis, quite smply, the grestest democratizing fact in world history.

At the same time, this change has taken away something comforting. Our grandparents knew
who the enemy was and where they lived.

Wedon't.

Modern technology has empowered individuds... dl kinds of individuds ... including
individuas who want to destroy us.

The thought of being attacked by the nation of Afghanistan islaughable. The very idea of the
nation-gtate is being chalenged by the borderless networks of crime syndicates, drug empires
and terrorigts.

There are no boundaries anymore.

We are attacked by individuals --- united not by a national cause --- but by cell phones,
computer networks, exploding shoes and box cuitters.

Therefore, our security systems must account for this redlity. Security must adapt to the
threet of individuds--- not just nations --- while sill protecting our fundamentd civil liberties.

Denying this would be like saying we don’t want to re-enforce cockpit doors because it will
redtrict pilot movement.

We have recognized and begun addressng some of the threats posed by terrorists. No
longer can we board a plane without a thorough screening; our borders are tighter; we have to
produce identification to enter certain buildings.

But how do we protect ourselves from the cyber-threst, knowing that the persond
computers Sitting on our desks today were never designed with security in mind?

Security used to mean locking your front door or getting a dog. Today, powered by the
Internet and driven by browsers, anyone can be a cyber-terrorist and anyone can be avictim---
often without redizing it.
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With a growing sense of concern, governments and businesses have invested hillions to
secure thelr servers a the core of the system ---

--- but little has been spent to secure the most vulnerable part of the network --- the PC, the
laptop, the government and corporate desktop computers — dl at the perimeter of the computer
network system.

This is a mistake because the computing power at that perimeter can be used --- Napster
dyle --- to take the entire network down.

And any PC or desktop can anonymoudy be used to launch an atack with far more
devastating consequences than we' ve ever witnessed.

September Eleventh was a wake-up cdl to increase the level of security at critica pointsin
our public infrastructure such as airports.

Now we must focus on the perimeter -- the desktop, the laptop and the PC.

This cannot wait. In recent weeks, even Microsoft has declared that the security of the PC is
acritica issue --- right now. Thousands of Microsoft engineers have been re-assigned from
other projects to the PC security detail.

It istimeto take a serious look at hardware and smart-card based solutions.

| believe that the gates -- and therefore you -- will lead the way in the discovery and
implementation of greater digital security. Some of you have dready begun this process.

States can move faster than the federa government to ensure that employees accessing the
state’ s network are indeed who they say they are — and that they are doing legitimate business.

But it would be shortsighted to imagine that your work is limited to solving these problems
only for state employees.

State Chief Information Officers, and each of you here today, have tremendous power to
forge a solution that will set the standards for securing devices for dl of us, not just those
accessing state resources.

We must develop flexible solutions that will likely require the use of Smart Cards and some
form of hardened security in areader or desktop device.

For example, one state's Smart Card driver’s license must be identifiable by another date’'s
card reader. It must dso be easly commercidized by the private sector and included in dl PCs
over time -- making the Internet safer and more secure.

In an age where identity and trust are paramount, the fact remains that the only viable form of
universal identity in the U.S. today is the state-issued driver’ s license.

Think about it: When you entered the airport or the train sation to trave to this conference,
how many times did you use your driver’s license to prove your identity?

Remember -- thisis the same driver’s license that teenagers dter in order to get into a club
or buy cigarettes. Terroristisdo it dl the time. They did it on September Eleventh.
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As you know, states have made great strides in developing drivers licenses that are difficult
to counterfeit --- even by ingenious teenagers.

But the question remains --- how does an arline agent at the Fittsburgh airport know what
an Alaska or FHoridalicenseis supposed to look like, let aone identify a counterfeit?

It is clear that the State issued driver’s license is the current identification standard. It is dso
clear that thisis certainly an inadequate way to go through this uncertain world.

Many in private and public life have cdled for a nationd identification card. In spite of Larry
Ellison's offer to provide the necessary software for free --- this has raised a public outcry
concerning privacy and sharing too much private information with the government.

We can't et this become our briar patch. I'm from Vermont and believe me, government is
kept at arespectful but very conscious distance.

Redlity demands that we underdand ---Firg --- tha the rise of empowered individuas
whose single misson is to destroy Americans means that we have to fight them a an
INDIVIDUAL leve and...

...Second --- that we have dready ceded our private information to facdess credit card
companies and direct marketers who then sdll it for a profit.

Now --- | believe tha our nation has the technologica capacity to protect both our privacy
and our way of life.

And | am convinced that these complex solutions rest in a successful partnership between
private enterprise and government --- led by state governments.

Aswe stand here today, please accept the vitd chdlenge | offer each of you.

The solutions you create to protect your state€'s networks must be implemented in a
complimentary manner, dlowing interaction between every sate of the Union.

We mug tighten driver’s license standards among the dtates. Fortunately, this work has
aready begun, led by the American Association of Motor Vehicle Administrators Task Force
on 1D Security.

Beyond that, we must move to smarter license cards that carry secure digita information that
can be universdly read at vita checkpoints.

And we mugt include new security features to provide ever-greater protection against
counterfeiting.

Issuing such a card would have little effect on the privacy of Americans.

| understand that you will be discussing privacy issues at alater workshop in this important
conference --- but let's take amoment to look at privacy in Americatoday.

In many ways, privacy isthe new urban myth.

Your credit card company knows every flight you' ve taken; they know your rentd car, your
hotel, the movies you watched, and where you had breakfast. Credit card companies have a
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gake in knowing everything about you because it's a marketer’s dream. The information for
sderegarding your private life is detalled -- and lucrative.

When it comes to the Internet, every web page you have ever visted, every e-mal you have
ever sent, every word you have ever typed, is stored somewhere and can be accessed by
someone with the right skills. And as you well know, it's not just the Good Guys who possess
these ills.

What' s the fastest growing crime in the U.S.? I dentity theft --- deding individuas' identities -
-- not just their credit card numbers but ther very existence.

S0, isthe answer to create an Orwellian Ministry of Information? No. It's about creating safe
passage through a free but threatened life.

Wewill not, and should not, tolerate a cal to erode privacy even further --- far fromit.
Americans can only be assured that their persona identity and information are safe and
protected when they are able to gain more control over thisinformation and its use.

Again, this points to Smart Card adoption and development of card readers that limit
information access but dso confirm it --- when appropriate.

The same Smart Card that confirms that a personis aregistered voter can aso be used to
vdidate agein aliquor store.

The Smart Card owner may decide to put her medicd information into the card database,
which can be accessed by an Emergency Medica Technician with auniversal authorization
code. That EMT can learn the blood type and complete medical history of an unconscious
accident victim.

The beauty of the Smart Card is that the liquor store doesn’t know anything but age, and the
hotel doesn’'t know about non-hotel purchases, and the state knows nothing about any of it.

On the Internet, this card will confirm al the information required to gain accessto adae
network -- while dso barring anyone who isn't legd age from entering an adult chat room,
making the internet safer for our children, or prevent adults from entering a children’s chat room
and preying on our kids.

A Smart Card reader at the airport, adapted to a universal standard perhaps designed by
those in this very room, could match the ticket and the baggage with the card preserter.

Recently, Sen. Dick Durbin of lllinois and Rep. Jm Moran of Virginiaintroduced legidation
to provide funding to states to increase the security features of driver’s licenses. The Moran Bill
provides additiona and specific funding to states to develop Smart Card capabilities.

| strongly support these efforts and urge you to do the same.

The European Union is ahead of us because they adopted Smart Card technology long ago.
The EU has ambitious plans to deploy Smart Cards and Smart Card readers throughout the
continent -- and to securely deliver eectronic government services, eectronic banking, and
electronic commerce.

Hong Kong is using Smart Card technology with biometrics a security check points.
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My view isthat the technology is here but that Americans are reluctant to adopt it. It'stime
to overcome our fears. It'stimeto get interested.

The American resstance to the Smart Card aso came from the private sector, which was
initialy the only card issuer. It costs $15 to produce a chip-bearing card versus 80 cents to
issue a card without the security chip. Costs have now gone down dramaticaly.

Many new computer systems are being created with card reader technology. Older
computers can add this festure for very little money.

These are rdatively new issuesto me -- and to most Americans. And while | certainly do not
have dl the answers, there are some things | do know after running astate for 11 years.

* STATES must lead --- | believe that the federal government cannot --- and will not ---
be able to enact these changes in time to protect us adequately. STATES must forge
partnerships with private enterprise and perhaps join with other states for wider reach.

* States have more to do with establishing digital security standards than any other
entity. Therefore, you mugt think big while aso focusing on inter-operability and flexibility.

* States must work together to create a universal system to protect all Americans. |
want to applaud the work of the National Association of State Chief Information Officers, and
encourage that organization to continue focusing on these critical issues. | dso thank Carnegie
Méllon for hogting the CERT Coordination Center, and for your fine work that servesasa
resource for al of us*“out there” a the state and local levdl.

* Lastly, know that your work is urgently important. I know --- assureas|’m standing
here --- that timeis not on our Sde,

Cyber-terrorism could turn our economy upside down with more dangerous effectiveness
than any vidlent act of which terrorists are now capable.

Thanksto you --- and otherslike you --- we have the means and the talent to accomplish
our gods. The red question is whether we have the public will to act in time to meatter.

Therefore, we must al accept the critical challenge of making the cyber threet red and
immediate to Americans everywhere. We have a tremendous learning curve to conquer.

Welivein anew world that we cannot alow to be more dangerous than brave— in aworld
our Founding Fathers could never have imagined.

We must honor their vison --- not by alowing it to be hijacked —
But by protecting it ... and extending it around the globe.

That ismy cal to action today.

| thank you for letting me shareiit...

... and abovedl, | thank you for being on the front lines.
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Appendix |1 : Full Text of the Agenda

Workshop on States Security:
| dentity, Authentication, Access Control

March 27-28, 2002
Carnegie Mellon University
Pittsburgh PA

Program Agenda

Wednesday, March 27, 2002

8:15

8:20

8:45

9:30

9:35

10:00

10:15

11:00

12:00 pm

12:05

12:30

1:30

Welcome
Jared L. Cohon, President, Carnegie Mellon University

Workshop Organization and Themes
Robert Thibadeau, Principal Research Scientist, School of Computer Science,
Carnegie Mellon University

Technologiesfor | dentity Tokens
GillesLismague, VP, Gemplus

I ntroduction to Governor Dean
Jared L. Cohon, President, Carnegie Mellon University

Keynote
Governor Howard Dean, Vermont

Break

Managing Privacy and | dentity - | ssues at the State L evel
David Chaum, Privacy Technology Innovator

Authentication and Access Control for Networks
Jeremy Stieglitz, Group Product Manager,
Cisco’ s |dentity Management Solutions

I ntroduction to Governor Schweiker
Jared L. Cohon, President, Carnegie Mellon University

Welcome to Pennsylvania
Governor Mark Schweiker, Pennsylvania

Lunch

CERT for the States? A CERT Perspective
Richard D. Pethia, Director CERT Centers
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2:45 CERT for the States? General Discussion
4:00 Break

4:10-4:30 Risk Assessment in Large Scale PKI
Don Beaver, Ph.D. Harvard, Cryptology, Security Archtectures, Seagate Research

4:30-5:00 I nternational Security Trust and Privacy Association, Framework
Michael Willett, Ph.D. UNC, Cryptology, Strategist, Wave Systems, Inc.

6:30-8:30 Cocktails & Dinner, Wyndham Garden University Place
Sponsored by AMS

Thursday, March 28, 2002

8:30 Federal/State Relations
Jeffrey Hunker, Dean, Heinz School of Public Policy

9:00 Sustainable Computing
Bill Scherlis, Principal Research Scientist, School of Computer Science

9:30 PKI Practice: Addressing theIssues of Scale, Complexity, I nteroperability
Phillip Hallam-Baker FBCS C.Eng., Principa Scientist, VeriSign Inc.

10:15 Break

10:30 NIST Security I nitiatives
Timothy Grance, Manager of Network Security Research, NIST

11:30 Trusted I nput Devices - Distributed Strong Authentication
Lark Allen, Executive VP, Wave Systems

12:15pm Lunch

1:15 State DMV as I nteroperable | dentity Credentials
Jay Maxwell, President COO, AAMV Anet

2:15 Framework for Non-repudiation
Gary Daemer, Senior Principal, AMS Center for Advanced Technologies
I dentity Credential Authentication
Bruce Monk, President and COO, AssureTec Systems, Inc.
Enterprise | dentification Objectives
Barry Goleman, AMS
3:00—3:30 HardProblemsand Next Steps
William Scherlis and Robert Thibadeau, Principal Research Scientists,
School of Computer Science, Carnegie Mellon University
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Please note that the white paper is the work product of the authors who have attempted to represent
consensus views. However, individuals and organizations below may disagree with any and all of the
substance and content in the white paper.
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Shovlin,Peter,,Inter TECH Security LLC

Sibert ,Olin,Founder,Silicon Keep, LLC
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Skalko,Ed,Director of Exploratory Technology,Seagate Technol ogy
Sprague,Peter,Chairman,Wave Systems Corp.

Sprague, Steven,President & CEO,Wave Systems Corp.
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Stieglitz,Jeremy,Group Product Manager, Cisco’s | dentity Management Solutions,Cisco Systems
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